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Remote/Non-user Information Gathering

3.x and 4. 1:

¥

With 4.x style utilities, try

nlist server

this can show you alist of available servers. Also try nlist with the other options such as user, group
gueue or volume.

From DOS, load up the NETX or VLM drivers, and try to
"MAP G:=TARGET_SERVER/SY S APPS"
or
"ATTACH TARGET_SERVER/loginidtotry"
Note that these utilities error out if an invalid username isused. The response from the server is
important in these cases, since you can determine valid usernames based on the server response.

Use brute-force and dictionary hacking programs, but use them sparingly. The default for Intruder
Detect lockout on 4.x is 5 bad attempts. See the Password Cracking Section below for more details.

HACK.EXE shows you information about your current connection, including minor and major
revisions, maximum and avail able connections, and information about the objects associated with
your connections, such as object names, file servers, network and node addresses. This tool also aerts
you if an Admin equiv is logged on. Some output is in German. ((De Supervisor is niet ingelogd...O
indicates the Supervisor is not logged in.)

VIEW.EXE by Vanderaart Produkties will tell you if asupervisor islogged in.

Novell's Web Server had a huge bug with the CONVERT.BAS script. Use this URL :

http://www.netware.nmrc.org/scripts/convert.bas?../../any_file on_sys_volume

3.x or 4.1 with bindery enul ation:

¥

CHKNULL.EXE (by itsme) shows every account without a password. This tests for the existance of
null-password accounts. In order to get it to work, you need to attach to the server you wish to test.

Inthe case of 3.x servers, asimple”"login {server name} /" followed by <ENTER>
<ENTER> at the login and password prompt will attach you to the server.

In 4.X, you need to "fake" an attachment since NDS works differently. The best way to do this (from
aVLM-type) client, isto yank the VLM with "viM /u" thenreload VLM with "vLM

/PS={server name}".

After attaching, run chknull, and null-password accounts will be printed out. No response generally
means no NULL-pass accounts.

4.1 (NDS only)

¥

"CX /T /A /R" may allow you to view the [Public] area of the tree, since the default install adds
[Public] to [Root] as a Trustee. The Inherited Rights Filter passes this unlessit is explicitly blocked.






User access Information Gathering

3.x and 4. 1:

¥

Use SYS:PUBLIC/SYSCON utility or USERLIST.EXE to list all users.

¥ UseSLIST.EXEtolist al servers.
¥ UseVIEW.EXE (Supervisor Checker V1.0) by Vanderaart Produkties to show all supervisor-
equivalent usersthat are logged in.
3. 11:
¥ Using NW-HACK.EXE, if the Supervisor islogged in NW-HACK does the following things. 1) The
Supervisor password is changed to SUPER_HACKER, 2)every account on the server is made a supe
equivalent, and 3) the sys admin is going to know very quickly something iswrong.
¥ If avalid account does not let you get ashell, use ATTACH or LOGIN /SNULL to bypass the login
scripts.
4.0:
¥ LOGIN.EXE created swap files (under certain conditions) which contained plaintext passwords. This
file could be unerased.
4. x
¥  [Public] and USER_TEMPLATE should be searched for the Write right to the ACL. Thiswill allow
you to change your 1D to anyone's equivalent, including Admin.
¥  The Supervisor account (thefirst user object in an NDS tree) exists by default and can be attacked
with Intruder included in Pandora.
3.x and 4.x:
¥ Sniff RCONSOLE sessions
¥  Grab output files from BINDFIX, DSMAINT, or DSREPAIR utilities to get password hashes. If you
get the one-way hash from Bindery or NDSfiles, you can use Pandorato login with this hash.
¥  Check sys:\ndpass\password is secure since any 'temp file' (.1st extension) can contain plaintext
passwords.
¥ If you get access to aWintel box, the swap file (WIN386.SWP) can be scanned for the string "nwcs'

which will be followed by a password.



Physical Access to Workstation

¥ GETIT.COM (Password Thief) isa TSR (Terminate and Stay Resident) utility written in 8086 assembly language
that attempts to steal Novell passwords. It should be loaded from a compromised workstation.

Location of Critical Netware Files

¥  Bindery filesare stored in SY S:SY STEM for 2.x and 3.xx

Netware version File Names

2.% NETSBIND.SYS
NETS$SBVAL.SYS

3.x NETS$PROP.SYS
NETSVAL.SYS

¥ NDSfilesarestored in SYS: NETWARE on 4.x:

File Description
VALUE.NDS Object and property values
BLOCK.NDS Extended property values
ENTRY.NDS Object and property types
PARTITIO.NDS NDS partition info (replication info, etc.)
MLS.000 License file.
VALINCEN.DAT License validation




Password cracking

3.x (and perhaps 4.x)

¥ Al Grant's Bindery tool

¥ NOVELBFH.EXE (Novell Brute Force Hacker) by Donar G E Alofswill brute-force a password using
every possible character combination. Thisis aremote attack, and will lock out an account with Intruder
Detection enabled, so be careful!

¥ NWPCRACK.EXE (by Teiwaz and Gray) usesadictionary attack. Y ou can supply usernames and a
dictionary file.

¥ NETCRACK (NWCRACK.EXE) by Jim O'Kane is abrute-force user password attack program. Not
much info is available about this one.

¥ LSRIP.EXE by LouiseSoftware appears to be an earlier revision of NOVELBFH.EXE. Same menu-
interface, afew less menu items. Same brute-force attack.

4. X

¥  ThePandora3.0 utility INTRUDER.EXE will dictionary-attack accounts using auserlist and wordlist. This
approach is much less dangerous than a brute-force attack. See the Pandora section below for more
information.



Installing Backdoors

4. x
¥  To create an object which is completely hidden from users and admins:

Get logged in as Admin or equivaent.

In NWADMIN highlight an existing container.

Create anew container inside this container.

Create a user inside this new container. No home directory.

Give thisuser full Trustee Rights to their own user object.

Give thisuser full Trustee Rights to the new container.

Make this user security equivalent to Admin.

Modify the ACL for the new user so they can't be seen.

Adjust the Inherit Rights Filter on the new container so no one can seeiit.

©oNoO~WNE

Asan example, let's say you installed your backdoor at the XY Z Company, put your container inside
the MIS container and called it BADBOY . Y our backdoor is named BACKDOOR. Login like this:

LOGIN .BACKDOOR.BADBOY.MIS.XYZ

Log file information

¥  FileServer Error Log - Thislog fileislocated at SY S:SY STEM\SY S$ERR.LOG and is typically written to by
the operating system. It is an ascii text file, and can be written to by anyone with read/write access to
SYS:SYSTEM. It typically contains info like bindery open and closes, certain NLMs writing info messages,
and of interest to hackers: intruder lockouts, remote console access attempts (failed or successful), and other
security-related console alerts. Hackers should edit thisfile if they have hacked an account with access to
SYS:SYSTEM.

¥  VolumeError Log - Thisisaplain text file located on the root of every volume and is named VOLS$LOG . ERR.
Hackers should not pay attention to it unless you are mounting and unmounting volumes and don't want a
record of it. Typically volume errors are written here.

¥  Transaction Tracking Error Log - Transaction Tracking is a method of backing out data that was being written
to the volume and the server suddenly stopped writing this data (like a crash of the server). It isplain text,
found on the root of any Transaction Tracking defined volume, and isnamed TTS$SLOG. ERR. Usually only
the sYS : volume (and possibly avolumewith a SQL database on it, Sybase comesto mind) is set up for
Transaction Tracking. If you're bouncing the server and wish to cover your tracks, this along with the other
logs needs to be looked at.

¥  Console Monitor Log - If aserver isrunning the CONLOG . NLM, everything that rolls by on the main system
console getswritten to alog file. If you think your activities might write info to the console (especially if
you've RCONSOLE'd in and are typing in commands). Y ou may wish to edit thisfile. CONLOG.NLM will
have to be unloaded first, as it has an exclusive lock on the log file, located at
SYS:SYSTEM\CONSOLE . LOG.



Detecting and Disabling Netware Accounting

3.

X:

¥

If accounting has been turned on on a Netware 3.x server, all logins and logouts will be time stamped
into the SY S:SY STEM\NET$ACCT.DAT file. For details on accounting, see the next couple of
sections.

Auditing in Netware 4.x and greater writes its data to files located in _ NETWARE\*.CAF files.
Normally found under SYS:, the _ NETWARE directory is a hidden directory, but it also existson
other volumes.

How to check for Accounting:

3.

X:

¥

Auditing can show information about your activity. Any valid account, including non-supe accounts,
can check to seeif Accounting is turned on. Simply run SY SCON and try to access Accounting, if
you get a message that Accounting is not installed, then guess what? 1t not.

If accounting is disabled, turn it off and spoof your node address.

Here's the steps:

1. Spoof your address. Use a supe account's typical node address as your own. Typically you can do

thisin the Link Driver section of the NET . CFG file by adding the following line - NODE

ADDRESS XXXXXXXXXXXX Where Xxxxxxxxxxxx isthe 12 digit MAC layer address. This

assumes you are using Netware's ODI drivers, if you are using NDIS drivers you will have to add

the lineto aPROTOCOL.INI or IBMENII.NIF file, which usually hasthe lines already in it.

If you are using abackdoor, activate it with SUPER.EXE.

Delete Accounting by running SYSCON, selecting Accounting, Accounting Servers, hitting the

delete key, and answering yes when asked if you wish to delete accounting. The last entry in the

NETSACCT.DAT filewill beyour login time-stamped with the spoofed node address.

4. Now do what you will in the system. Use a different account if you like, it won't show up in the
log file.

5. When done, login with the original account, run SYSCON and re-install Accounting. Immediately
logout, and the next linein theNETS$ACCT . DAT filewill be your logout, showing alogin and
logout with the same account name, nice and neat.

6. If you can't spoof the address (some LAN cards don't allow it or require extradrivers you may
not have), just turn off Accounting and leave it off or delete the NETSACCT . DAT file located in
the SYS: SYSTEM directory.

wnN

Use RCONSOLE and do adirectory scan of SYS:_ NETWARE. There will be some binary files
named NET$AUDT.* if Auditing has been used. Old Audit fileswill be named NET$AUDT.AQOQ,
AQL, etc. A current Auditing file will be named NET$AUDT.CAF. If thesefiles do not exist, no
Auditing is being or has been done. To check to see if Auditing is currently active, try to open the
current Auditing file like this:

LOAD EDIT SYS: NETWARE\NETSAUDT.CAF

¥

If it pulls up something (with alittle garbage) then Auditing is currently turned off. If you get an error
stating that NET$AUDT.CAF doesn't exist and do you wish to create it, that means the file is being



held open and Auditing is currently active on SOMETHING (remember, the EDIT.NLM normally
handles open files pretty well, but trying to open afile already open in SYS:_ NETWARE aways gets
this error).

¥ If thesiteisrunning Novell's Web Server software, use aweb browser and try this URL:

http://www.target.com/scripts/convert.bas?../../ netware/net$audt.caf

if you DO NOT receive an error, Auditing is or was active.

Pandora Toolkit

Pandorais atoolkit developed by Mobile Nomad (see http://www.nmrc.org/pandora/index.html). Pandora tools allow
for several types of spoofing, and client connection downgrades. Also contained are several utilities to use once
Supervisor access is obtained. Pandora contains the following utilities:

¥

¥

Bindas - Log into a Netware server using the one-way hash, no password required. Must be a bindery login with no
packet signature.

Crypto - Brute force a one-way hash extracted from NDS to get a user's password. Sel ectable key space, auto-save
for restoring a cracking session.

Crypto2 - Dictionary attack a one-way hash extracted from NDS to get a user's password.

Extract - Will extract NDS files from abackup.ds file, and will aso create a PASSWORD.NDS file which contains
users and one-way hashes of passwords.

GameOver - |PX spoofing that bypasses packet signature and attacks the server object that shows up in the server
connection list. Make one user equivalent to another, like Guest equivalent to Admin.

Havoc - Denial of Service that takes advantage of flawsin NCP.

Intruder - Attack aspecified account using NCP bindery callsto verify a user's password. Will auto-detect if
Intruder Detect is active if the account gets locked out. The attack method is a dictionary attack.

Levell-1 - IPX spoofing if server and client signature level areat Level 1. Make one user equivalent to another.
Level3-1 - IPX spoofing if server signature level isat Level 3, and client isat Level 1. Make one user equivalent to
another.

Manipul8 - Manipulate the PASSWORD.NDSfile created by Extract. Allows you to play with the key space and
to split your cracking across several machines by starting each machine in adifferent place in the key space.
Ndsas.dif - Diff file for the GNU ncpfs project.

Ndsas.txt - Details on using Ndsas.dif to allow the Linux GNU ncpfs code to log into a Netware 4.x server using
the one-way hash only.



